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Anyone who has been on the Internet for a while realizes that even websites that look benign can generate viruses, adware, spyware, spam, and scams.  Until now, it was difficult to determine which websites to avoid. Now, however, safe surfing just got easier. Now there is a wonderful free program that warns you about dangerous websites.

The McAfee SiteAdvisor is a small piece of software that works with your Internet Browser (either Internet Explorer or Firefox). It tells you in an easy graphical format which websites are safe and which harbor spyware, viruses, excessive pop-ups, or online scams.

McAfee has a system of automated spiders that patrol the Web constantly checking out websites. They assess the safety of each website including how much spam is generated from signing up for information at that site and how much spyware, adware, and other nasties might be attached to downloads from that site. The SiteAdvisor will also alert you to sites with excessive pop-ups and those that are possible phishing sites. Besides the automated testing, McAfee has a team of individuals who assess the sites. They use a detailed analysis as well as feedback from individual users.

To use the SiteAdvisor, you simply download the free program.   The program is very small, so it downloads and installs quickly and it doesn’t slow down your Web surfing.

After installation, a small SiteAdvisor rectangle will appear either on the top (Internet Explorer) or the bottom (Firefox) of the screen. When you visit a site that SiteAdvisor considers safe the rectangle turns green. Sites that have serious security problems will turn the rectangle red. A yellow rectangle means that the website may have some problems or issues. You can click on the SiteAdvisor symbol to get more information about the website that you are visiting and why it is considered safe or unsafe.

This information is invaluable when surfing the Web. With SiteAdvisor installed you don’t have to be fearful that signing up for more information or a newsletter will set you up for spam. You don’t have to worry that downloading software will install spyware. In fact, SiteAdvisor takes much of the fear out of investigating and trying new things on the Internet.

Another great feature of the SiteAdvisor program is that when you do a search on Google, Yahoo! or MSN, SiteAdvisor's safety ratings appear as a red, green, or yellow circle next to the search results. You can easily see if a website is safe before you visit!! What a pleasant and useful service. If you want more information before you click on the search engine listing, just hover your mouse over the SiteAdvisor icon and a window will pop-up giving your details on the site’s ratings.

Everything that I just described about the SiteAdvisor is available in the free version. McAfee also offers a Plus version that is available for $19.99 per single user or as a 3-user family pack for $39.99. The Plus version offers even more peace of mind by alerting you to dangerous links in email and instant messaging programs. The Plus version also has a password protected mode that can actively protect your computer against dangerous websites. This version is perfect for anyone who wants a little extra protection. It is also great for shared computers and computers that children or grandchildren use. Click here to download the SiteAdvisor.
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